Questions posed during the Procurement Power Hour, November 29, 2001

1.
FAA Order 1600.72, paragraph 403g and FAA Order 1600.73, paragraph 402g, non-critical area low-risk AIS positions:  Both orders say that the minimum investigative requirement for supply contractors, contractors who provide computer hardware, software, and/or services including commercial-off-the-shelf (COTS) computer hardware, software, and/or services is a fingerprint check.  I don’t see how this could be enforced for COTS hardware (excepting people who come to install it).  If we buy software or computers hardware off the shelf (e.g. our Gateway computers, Microsoft Office products), how can we expect to perform fingerprint checks on the people who created the hardware or software packages?

ANSWER:  The intent of those paragraphs was to cover only the delivery and installation of COTS products, not the manufacture.  ACP-300 is currently in the process of revising orders 1600.72 and 1600.73 and those paragraphs will be revised to make the intent clear.

2.
Both Orders contain a requirement for the Contracting Officer to “ensure the SSE receives a list of all proposed contractor employees, the name of the contracting company, contract number, duty location…for each contract within 5 days of contract award.”  (1600.72, paragraph 11j(7))  None of the clauses, however, require the contractor to furnish such a list to either the contracting officer or the SSE.  Shouldn’t this requirement be included in clause 3.13-6?

ANSWER:  Clause 3.13-6 paragraphs (c) and (g) contain this requirement.

3.
Order 1600.73, paragraph 8b(12) requires that the contracting officer send a number of things to the SSE within 5 days of contract award, including an appropriation code to which investigations can be charged.  Order 1600.72, paragraph 11j(7) also describes what the contracting must send the SSE within 5 days of contract award.  1600.72, however, indicates that the CO must identify for the SSE the funding line of business, but it does not list providing the appropriation code.  My question is, which is correct?  Since 1600.72 was signed later and is the governing policy, I believe 1600.72 should take precedence.  The reason I bring this up is that I believe that it should be a Business Manager function to provide an appropriation code to the SSE (ACO-300) for charging investigations.  I know in the past, however, that ACO-300 has asked the CO to provide this for them.  It may not be that difficult to provide at the time of initial contract award, but if contract performance crosses fiscal years and contractor personnel change (someone leaves and a new person is hired), I assume new appropriation codes would have to be provided throughout the life of the contract.  I believe that the SSE and the Business Manager/IPT need to have a relationship to allow them to coordinate these non-contractual issues without the CO’s involvement.

ANSWER:  Appropriation code was inadvertently omitted from paragraph 11j(7).  

ACP-300 is in the process of revising both orders and will ensure that is incorporated.

4.
Order 1600.72, paragraph 205e(6) states that, “The SSE will notify the CO, LD, or RECO in writing of all final suitability determinations.”  I don’t think this is happening.  The CO is required to “ensure that no contractor employee begins work or provides services or supplies under any contract until the SSE or DSS has provided written authorization to do so.”  (paragraph 11j(8) of 1600.72)  How can the CO do this without notification of final suitability determinations from the SSE?

ANSWER:  Written notification of interim and final suitability determinations are required by order 1600.72.  If this is not happening, you need to contact your SSE.  Also, this is being amended to say interim suitability will serve as final notice unless otherwise notified.

5.
When will the waiver process for Foreign Nationals (IAW FAA Order 1600.72, Section 409(b)(3)) be provided to Contracting Officers and Operating Offices?

ANSWER:  The entire foreign national policy has been revised and will be disseminated in the form of a Management Board Memorandum.  This MBM details the entire waiver process.  ACP-300 is currently in the process coordinating a draft of this MBM with four offices, AGC, ARA, ARC, and AIO.  We are awaiting responses from ARA.

6.
1600.72, Chapter 7, Paragraph 701a(4) assigns the responsibility to the Office of Civil Aviation Security Operations (ACO) “Maintain a computerized database of all contractor employees who have been investigated and the current status of each contractor employee.”  1600.72, Chapter 7, Paragraph 702b tasks the four respective offices [Research and Acquisitions Organization (ARA), Office of Information Services (AIO), Office of Regions and Center Operations (ARC) and ACO] to “design, implement and maintain a fully automated background investigation tracking system…”  Further, subparagraph (3) has as a system feature for the system to be “Web-enabled.”  (1) Does “Web-enabled” mean there is a Web site that has been created and has a menu for accessing the database to obtain security data on an individual contractor employee?  

(2) If yes, does this mean that any FAA site with a proper password can enter the site and obtain information?

ANSWER:  (1) Yes, for those who have been given access.  However, the web site has not yet been created.  The web site and automated tracking system are in the developmental stage.  (2) Yes, however, the authorized user must access the security intraweb and will require a series of passwords to enter the actual database.  There will be different levels of access granted based on needs.  

7.
With the above security databases in existence and web access by password available, can a more refined system be implemented for having contractor personnel admitted to a FAA site based upon showing up at the gate and providing a picture ID, Contractor Badge and Social Security Number [SSN]?  Having the same central database available to all sites would make it a Standard Action to grant access to a site.

ANSWER:  Yes.  The new database system will integrate ID media.  Just like in the NASSIF building and FOB10A for Federal employees, if you forget your badge, you can go up to the security station, present your SSN, and the guard looks up your data in the computer, sees your photograph, verifies that you were issued a badge, then gives you a temporary badge.  The same service will be available for contractor employees.

8.
Please explain the criteria used to determine whether or not an individual in a LOW risk position requires an investigation.  I am mainly interested in understanding the 180 day rule and how it applies to low risk employees such as janitorial staff who may be in a facility only a few times a week.  At what point does this individual require an investigation?

ANSWER:  ACP-300 has drafted another Management Board Memorandum to clarify the 180-day rule.  Actually, the term “180-day rule” will be completely eliminated.  The criteria for determining whether an individual requires an investigation is based on the type and duration of access.  In all cases, the final determination rests with the SSE.  Access to a facility on a routine but nonrecurring or non-routine basis would not generally require an investigation.  Conversely, routine regular access to a facility does require an investigation.  However, if at any time the contractor also requires access to FAA sensitive information, regardless of the frequency of the access, an investigation is required.  Keep in mind that in all cases of exemption escort is mandatory.  In the case of janitorial staff, these individuals have routine regular access and therefore almost always require an investigation.  These individuals do not normally fall within the exemption.  

9.
FAA contracts with the NWS [National Weather Service], another government agency, to maintain and repair our Automated Surface Observation System (ASOS).  ASOS provided much needed weather data to Air Traffic Controllers.  (1) Since NWS Technicians are performing these duties as part of a “contract,” are they “contractors?”  (2) Does the NWS Technician need to be treated the same as for example ABC Technician from a private company?  (3) Does the NWS Technician require an escort during their time in an FAA facility? or an Airport facility?

ANSWER:  (1) Yes, the NWS Technicians are considered contractors.  (2) Yes, the NWS technician is subject to the provisions of order 1600.72 just like a technician from a private company.  (3) Escort is only required if the SSE has deemed the individual exempt from the investigative requires because his access to the facility is routine but nonrecurring or non-routine.  However, if the technician had to undergo an investigation with the NWS, then that investigation information can be passed to the FAA and entered in the Investigation Tracking System (ITS), thus not requiring a secondary investigation.

10.
I work with contractors who perform system installation work at airports and other FAA sites.  What can the contractors (and I) do to make the security clearance process smoother?  Specifically, one of the contractor’s engineers I have worked closely with for over 4 years is a naturalized U.S. citizen.  He escaped a middle-eastern war zone as a young man.  Because of his name and appearance he has already been subjected to closer scrutiny than “non-middle-eastern” people, especially in the past month.  Is there anything he can do to make it clear he is not a terrorist?  We occasionally travel on the same flights, since we are going to the same sites, and it bothers me to see this “profiling.”  Perhaps there should be some sort of color-coded picture ID which would indicate security clearance level, issued in both FAA employee and contractor formats, but issued by the FAA only after the proper background checks.

ANSWER:  That is really not a contractor security matter.  It is an airport security matter and there is nothing we, ACP-300, can do to address your concerns.  However, with regard to ID media.  The FAA does currently issue two types of color coded badges:  green for federal employees and blue for contractor employees.  They are issued by the FAA only after the appropriate suitability determinations are made.  If this individual is installing equipment for the FAA, he should have had an appropriate suitability determination made and should have been issued an ID badge.  If not, you should contact ACO-300 to determine his appropriate status.

11.
I have a situation where the contractor is no longer working under my contract, but is working under another FAA contract.  Do I still need to return the badge and does the contractor need to complete another DOT 1681 form or may I just notify the Office of Investigations that the contractor has moved to another FAA contract?

ANSWER:  In accordance with AMS clause 3.13-7, the individual must turn in his or her badge as soon as the contract he or she is working under terminates.  If the transition period from one contract to the next does not exceed one day, he or she may be able to retain the issued badge.  If the badge identifies the contractor company with whom he or she works and/or has an expiration date equal to the termination date of the contract, a new form must be completed and a new badge must be issued.   In all cases, the SSE needs to be notified when a contractor employee changes contracts.

12.
What are the different types of security clearances contractors can have?

ANSWER:  Contractors have the same requirements as Federal employees and they are spelled out in Order 1600.72 as well as Order 1600.73.  They fill low-, moderate- and high-risk positions just like Federal employees do and the investigative requirements are exactly the same.  They can also fill positions that require access to classified information, which are noncritical-, critical-, and special-sensitive positions and again the investigative requirements are exactly the same as for Federal employees.  In these positions, they would be granted the same level of security clearance for access to classified that a Federal employee occupying the same position would be granted.  However, the process of granting a contractor a security clearance is carried out by the Defense Security Service (DSS).

13.
Knowing that (one of) our vendors directly behind FAA FOB10A, “Sam” is a proudly proclaimed Muslim, how do we know he is not involved in a terrorist cell?  Is the DOT requiring background checks of all sidewalk vendors to ensure they are not a threat?

Unless an individual has some FAA affiliation, such as access to an FAA owned or leased facility, access to FAA sensitive information, or access to FAA resources, they are not subject to our orders and we have no authority to impose our orders on them.  If you have any concerns, you can always contact the city government for information and clarification.

14.
Who are the FAA information security subject matter experts that contractors should contact to obtain guidance on the FAA information security orders?  What are the FAA information security requirements related to web page and database development/ implementation?

ANSWER:  You should contact your Information System Security Manager (ISSM) or AIS-300, Liz Neal or Tom Crowley for questions regarding unclassified information system security.

15.
In today’s global economy, it is virtually impossible to build systems that don’t include or incorporate foreign-built components.  Most FAA prime contractors have offices, or at least relationships, around the globe.  Working with the global ATC community to leverage expertise has become a very good way of doing business.  Is it really possible to assure that we know everything about anyone that has worked on our system components?  If not, where do we draw the line?

It is not possible to know everything about everyone with whom the FAA does business – no system can ensure that level of security.  Basically, the same criteria for companies within the U.S. apply.  For example, if the foreign individuals performing under a contract in a foreign country require access to FAA sensitive information and/or resources in order to perform under the contract, then we (ACS) will find some means of conducting some type of background check(s) on them.  If they don’t require access to FAA sensitive information and/or resources to perform under the contract and are providing COTS software and/or components, then we don’t need to do anything.  However, since each of these contracts is unique or has some unique requirements, each will be evaluated on a case-by-case basis in consultation with the CO, SSE, and AGC.







